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1 Intr oduction

In an effort to provide moderntechnologyin the classroommary academidnstitutions,includ-
ing Montclair StateUniversity, investheavily in valuablehardwarethatis deployed in publicly
accessiblareason campus Dueto the high value(especiallyresalevalue)of someof thosehard-
wareitems,problemsof theft arequite significant.Vandalismalsoexists. This reportassessethe
physicalsecuritysituationon the MSU campusandmakesrecommendationfor improvements.

2 Relevanceto the AcademicComputing Committee

The AcademicComputingCommitteetypically dealswith issuesof the appropriateuse of in-
formationtechnologyin education. The core task of this committeeis the recommendatiorof
technologicakolutionsto problemsin teaching.

Ideally, the committees recommendationsf adoptedby the community will leadto anin-
creasediseof meaningfukechnicakolutions suchas(digital) dataprojectorsjaptops and“smart-
boards”.Suchtechnologycanleadto improvementsn theeffectivenessandefficiencgy of teaching.

However, evenif corvincedof theadwantage®f informationtechnologyin the classroomin-
structorswill adoptnew technologyonly if it is reasonablyasyto useandpermanentlyavailable.
Avalilability andreliability areessentiapreconditiongo the acceptancef technologyby instruc-
tors,andarethefactorsmostaffectedby the lack of physicalsecurity If aninstructorcannotrely
onaprojectorto work or evento bephysicallypresentin aclassroomheor shewill notbewilling
to useprojectorsasanintegral partof the classroomexperience.

3 Scopeof this Report

It is notwithin the reachof this ACC subcommittee¢o conducta studyof physicalsecurityissues
with any amountof statisticalrelevance.Therefore the issuesraisedhereareof ananecdotaha-
ture. However, we believethatour concernsarevalid andthatourrecommendationarereasonably
easyto implementandwill leadto improvementsn security

4 Security Concems

TheMSU campusds subjectto a varietyof physicalsecurityissuessomeof which affectinforma-
tion technology Thoseissuesaredetailedout below.

4.1 Room AccessControl

Accessto roomsis regulatedby threedifferent means: traditional cylinder safetylocks using
metalkeys, combinationocks,andswipecardlocks. Eachof thoselock mechanismss subjectto
securityproblemsasdetailedbelow:
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4.1.1 Cylinder Locks

Themainproblemis theavailability of masteikeys, whichenablea persorto gainaccesso alarge
numberof rooms. Lossor theft of masterkeys is a major concern.We have receved numerous
complaintsfrom faculty aboutthe perceved or actualabuseof masterkeys. One memberof the
faculty had laptop computersstolenfrom his locked office, while anotherprofessorreporteda
numberof valuablebooksstolenin this way.

Publiclyaccessiblelocumentgrecentlypublishedoy thelEEE [Instituteof ElectricalandElec-
tronicsEngineers]containdocumentatioron waysto generatenasterkeys from simplekeys for
the mostcommontype of cylinder lock, suchthatthe securityof any cylinder lock is seriouslyin
guestion.

4.1.2 Combination Locks

Combinationlocks are subjectto problemsof key sharing. If accesgo a roomis allowed to
a group of people,eachpersonin this group mustknow the combinationof the lock. Passing
this combinationon to friendsor unauthorizectolleaguesvealensthe lock’s security Frequent
change®f thecombinationjn responsé¢o securitybreache®r otherevents,raisethe problemof
memorizingthe code.Codesareoftenwritten down, compromisingsecurityfurther.

4.1.3 SwipeCard Locks

Swipecardlocksarethe safestof thethreeoptions.However, a securityconcernremains.

The currentgenerationof swipe cardlocks usesoff-line technology Eachswipecardin the
systemhasa uniqueidentifier (a number) while eachlock maintainsa databas®f acceptedtard
identifiers(numbers). If a swipe cardis lost or a swipe card owner leaving the university does
not return his/herswipe card, that cards identifier mustbe physically removed from every lock
thatthe cardownerhadaccesgo. If a highly authorizedcard (suchasa campuspolice officer’s
card)is lost, hundredf lockshave to bereprogrammedb no longerincludethis cardsidentifier.
Suchreprogrammingurrentlyrequiresalock expertto physicallyaccesgachlock. Only asmall
numbersf emplog/eesat MSU aretrainedin reprogrammingwipe-cardocks, which oftenleads
to delaysandomissionsan lock programming.

4.2 Unlocked Rooms

Leaving doorsopenis one of the mostcommonsourcesof compromisedsecurity Therearea
numberof reasondor opendoors, mostimportantly the difficulty to lock a door anda lack of
responsibilityon behalfof the persorwho shouldlock theroom.

Difficultiesin locking doorsarisefrom a numberof sources We have recevedreportsstating
thata numberof cylinder locks andkeys on campusarecut with high tolerancessuchthatsome
keys do not fit somelocksin which they aresupposedo work. The mechanicatifficulty to even
lock adoortemptsinstructorsto ignorethelock andleave doorsunlockedfor extendedperiodsof
time (oftenovernight).
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Furthermore,a commonissuein teachinga classis that studentstake a significantamount
of time to vacatea room after a lecture. Often, instructorsleave the classroomwithout waiting
for the last studentto leave. Evenif the last studentto leave a classroonclosesthe door, mary
doorsprotectedby cylinder locks will notlock automaticallywhenclosed. Evenin roomsusing
swipecardlocks,whichdolock onclosing,instructoroftenwedgethedooropento accommodate
studentswvho arelate. Suchwedgesarerarely if ever removed by the last studentto leave, such
thatthe securityof suchswipe-card-lockddoorsis alsocompromised.

4.3 AccessControl inside Rooms

Onceanintrudergainsaccesdo aroom,theft of equipmenbecomedrivial unlessthe equipment
is securediurther. Expensve hardware (suchas projectors,monitors,computersthatis left in
openroomsis mostaffectedby theft, but evencheaptemslik e remotecontrolsor cablesareoften
stolenasanactof vandalismor simply dueto the easeof stealing.

Suchtheft canbe preventedby locking down the hardwareitself (or locking itemsinsidecab-
inets,evenwith simplemechanicalocks). In the caseof projectorsthis canbe partially accom-
plishedby bolting the projectorto theceiling. This measuras not perfectsincegivenenoughime
andresourcesven steelpipesattachingthe projectorsto the ceiling canbe saved off usingan
electricsaw.

At MSU, recenttechnologyinvestmentsare protectedby fiber-optic alarm cableswrapped
aroundprojectorsandotherequipment Cuttingsucha cablewill triggeranalarmwith thecampus
police. If the policeresponsdime is low enough sucha systemcanpreventtheft evenfrom un-
lockedrooms.However, suchameasuraloesnot preventtheft of remotecontrols,power supplies,
cablesspecial‘'smartboard’markers,andothersmallbut importantitems.

5 Recommendations

It is importantto understandhat physicalsecuritycannever be perfect. The benefitof additional
securitylies in the factthatthe cost(effort) thatanintruderneeddo investincreasesThe goal of

addingsecuritymeasuress notto make intrusionimpossible but simply to raisethe cost(to the

intruder)to alevel beyondthe possiblerewardsgainedby theft. Onceit becomedoo expensveto

stealanitem (for exampleif expensvetoolsareneededo breakalock orif thedangeiof detection
andpunishments sufficiently high), theincidenceof theftwill decreaselramatically

5.1 Status

MSU hasbegyunto addresssomeof the securityconcerngaisedabove. Most importantly MSU
is in the processof contractingwith an outsidevendorto implementa “one-cardsolution” for a
numberof serviceson campus.Thoseserviceswill include parking, studentregistration,a debit
cardsystemfor campuscorveniencestoresandmostimportantly physicalaccesgontrol.

The one-cardsolution,onceimplementedwill extendswipe-cardaccesso moreclassrooms
on campus,and will thereforemake thoseroomsmore secure. The new cardlocks will have
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networkingcapabilities which meanghatthe additionandremoval of authorizedswipe-cardD
numberscanbe accomplishedrom a centraloffice. Therewill no longerbe a needto reprogram
locksby physicallyaccessinghelock. If implementedthisfeaturewill makeit significantlyeasier
to remove ID numberdrom locksif they arenolongerauthorized.

In addition,swipelockswill be usedon perimeter(building) doors.This new featurewill add
anotherevel of securityto the entirecampussinceonemorebarrierneedso be breachedy an
intruderin orderto accesgacilities.

5.2 Procedural Recommendations

Technicalsolutions(seebelon for someadditionalrecommendationsyill never be ableto com-
pletelyaddressecurity Below is alist of proceduraremediego securityproblemsthatwe iden-
tified in our study

5.2.1 Patrols

Studentsandfaculty mustbecomemoreawareof the dangerof leaving roomsunlocked. A solu-
tion implementedy a few universities(Cornell, Barnard)involvesforming teamsof two or three
studentavho patrol academiduildingson aregularbasisandidentify opendoorsandothersecu-
rity problems.Suchteamsmay simply shuta (self-locking) opendoor or alertthe campuspolice
or anotherentity to the securityproblem.If a securityproblemis found,studentsnayleave anote
(e.g.,aPostlt-noteptthedoorin questioror attheequipmenthatcouldhave beenstolen,alerting
instructorsand studentgo the potentialdanger Patrols could be implementedon a work-study
basisandcouldbeaminor additionto the universitybudgetwith potentiallyhigh rewards.

5.2.2 Awareness

Anothersolutioncould beto inform studentghattheir tuition is usedto purchasénardware,such
thattheft will leadeitherto highertuition or lower-quality instruction. This might raisethe level
of awarenessmongstudentssuchthatthey might cooperaten closingdoorsandlocking rooms.
Thisis a cost-neutrameasurehatcanreducetheincidenceof crimesof opportunity

5.2.3 Reporting

A furthercost-neutrameasureouldbeto implementananorymoushotline (or emailaddressjo
which studentsanreportinformationaboutongoingor pastthefts,which mightleadto reductions
in thetheftrate.

5.3 TechnologicalRecommendations

Thenew securityfeatureghatwill beimplementedy MSU’s contractorcanbe complementedy
additionalsecurity A few recommendationf®r additionaltechnologicakecurityfeaturesare:
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5.3.1 Lock Cables

Large and expensve hardware is currently protectedby fiber-optic cableswhoseremoval will
triggeralarmsatthe campuspolice headquartersA supplementaprotectionmechanisntouldbe
thelocking down of large stationaryequipmenty steelcablesor similar means.We recommend
to requirethatnewly purchasedtationaryequipmenimustbe attachedo tablesor walls by steel
cablesor bolts. Laptopsshouldalsobe protectednsidefaculty office by laptoplocks.

5.3.2 Lock Maintenance

This issueis partially addressedby the above proposal: Userswho are no longerauthorizedto
enteraroommustsurrendetheir acceskey or card.

It mustbe notedherethat MSU’s future ID card contractorwill not initially be requiredto
replaceexisting swipe-cardocks,suchthatthe hundredof non-networked cardlockscurrentlyin
placewill remainin usefor a significantamountof time. Thatmeanghatevenin the new system,
if acardgetslost,stolen,or otherwiseremoved,thecardsID numbemustberemovedfrom some
locks. This removal mustoccurwithin hoursor days, not weeksor months,of the loss of the
card. Someadditionalstafing might be necessaryo increasehe speedf lock updatesuntil the
centralizedswipe-cardock systemis ubiquitouson campus. This measurewill incur additional
costunlesdock maintenanceanbeimprovedwith the availablestaf resources.

5.3.3 Equipment Identification

Permanenidentificationof equipments a strongdeterrento theft. This is anopenissue,since
it is difficult to make recommendationsn how to permanentlymark a device. Stickersare an
insufficient technologysincethey caneasilybe removed. For plasticcasesa heat-basedgtamp
(whichimprintsmarksinto a plasticcaseby meltingthe material)mightbeused.

It canbeexpectedhatnon-remeableassetagsandathoroughandaccurateleviceregistration
procedurewill further reducetheft. However, the increaseduse of leasedequipmentat MSU
might make theimplementatiorof this recommendatiodifficult, sincesuchequipmentannotbe
permanentlymarkedasMSU property

5.3.4 Universal AccessCards

In the procesof enablingone-cardaccesdor mary facilities on campusa solutionrecentlyim-
plementedby RutgersUniversity deseressomeconsideration Rutgersannouncedhatthey will
issuefacility accessardsto every personon campusjncluding one-timevisitors, usinga system
similar to hotelroom key cards.Sucha measurecould enablethe universityto permanentlyfock
building doors,whichwill preventunauthorizeautsidergo evenenteruniversitybuildings. High
accountabilityof legitimatecardownersdueto cardidentificationis anadditionaladwvantage.
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5.3.5 Funding for Security Measures

Faculty who receve equipmentor researchgrantsoften purchaseexpensve hardware that has
to be protectedfrom theft and vandalism. In orderto provide small-scalefunding for simple
securitymeasureprotectingsuchequipmentMSU could requirethatfor eachpurchaseof theft-
proneequipmentfrom grantmoney, a fee hasto be paid to the college’s or schools technical
coordinatoywho will thenprovide physicalsecurityfor the equipment.Sucha measurewill also
increaseawarenes®f securityproblemsamongfaculty.

6 Concemsof Privacy

Most of the suggestiongjiven in this reportdo not affect privacy. However, implementingour
recommendatioto useRutgers-styldJniversalAccessCardswould allow anobsenrer to tracka
person$ movementon campus.In the matterof suchcards,we believe that sincethe academic
buildings of a university form an office-type ervironment(as opposedo a home-typeerviron-
ment),somedegreeof trackabilityis acceptable.

Naturally, certainsensitve non-academi@reasmustbe treatedwith care. For example,uni-
versity healthservices,psychologicalservices,and someother areasof administrationmustbe
accessibleo studentaithout requiringthemto usetheir uniqueacces<ard. Also, the possibility
of trackingstudentsaccesso dormitoriesraisessignificantprivacy concernsSuchtrackingmight
becomepossiblewith theintroductionof networked swipe-cardocks, evenif theactualtransmis-
sionof datafrom thelock to the datacenteris encryptedasthe universityrequiresfrom its future
contractor) However, ary recommendationgertainingto non-academiernvironmentsarebeyond
the scopeof this reportto the AcademicComputingCommittee.



