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1 Intr oduction

In an effort to provide moderntechnologyin theclassroom,many academicinstitutions,includ-
ing Montclair StateUniversity, investheavily in valuablehardware that is deployed in publicly
accessibleareasoncampus.Dueto thehighvalue(especially, resalevalue)of someof thosehard-
wareitems,problemsof theft arequitesignificant.Vandalismalsoexists. This reportassessesthe
physicalsecuritysituationon theMSU campusandmakesrecommendationsfor improvements.

2 Relevanceto the AcademicComputing Committee

The AcademicComputingCommitteetypically dealswith issuesof the appropriateuseof in-
formation technologyin education. The core taskof this committeeis the recommendationof
technologicalsolutionsto problemsin teaching.

Ideally, the committee’s recommendations,if adoptedby the community, will leadto an in-
creaseduseof meaningfultechnicalsolutions,suchas(digital)dataprojectors,laptops,and“smart-
boards”.Suchtechnologycanleadto improvementsin theeffectivenessandefficiency of teaching.

However, evenif convincedof theadvantagesof informationtechnologyin theclassroom,in-
structorswill adoptnew technologyonly if it is reasonablyeasyto useandpermanentlyavailable.
Availability andreliability areessentialpreconditionsto theacceptanceof technologyby instruc-
tors,andarethefactorsmostaffectedby thelack of physicalsecurity. If aninstructorcannotrely
onaprojectorto work or evento bephysicallypresentin aclassroom,heor shewill notbewilling
to useprojectorsasanintegralpartof theclassroomexperience.

3 Scopeof this Report

It is not within thereachof this ACC subcommitteeto conducta studyof physicalsecurityissues
with any amountof statisticalrelevance.Therefore,the issuesraisedhereareof ananecdotalna-
ture.However, webelievethatourconcernsarevalidandthatourrecommendationsarereasonably
easyto implementandwill leadto improvementsin security.

4 Security Concerns

TheMSU campusis subjectto avarietyof physicalsecurityissues,someof whichaffect informa-
tion technology. Thoseissuesaredetailedoutbelow.

4.1 RoomAccessControl

Accessto rooms is regulatedby threedifferent means: traditional cylinder safety locks using
metalkeys,combinationlocks,andswipecardlocks.Eachof thoselock mechanismsis subjectto
securityproblems,asdetailedbelow:
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4.1.1 Cylinder Locks

Themainproblemis theavailability of masterkeys,whichenableapersonto gainaccessto alarge
numberof rooms. Lossor theft of masterkeys is a major concern.We have receivednumerous
complaintsfrom facultyabouttheperceivedor actualabuseof masterkeys. Onememberof the
faculty had laptop computersstolenfrom his locked office, while anotherprofessorreporteda
numberof valuablebooksstolenin this way.

Publiclyaccessibledocuments(recentlypublishedby theIEEE[Instituteof ElectricalandElec-
tronicsEngineers])containdocumentationon waysto generatemasterkeys from simplekeys for
themostcommontypeof cylinder lock, suchthat thesecurityof any cylinder lock is seriouslyin
question.

4.1.2 Combination Locks

Combinationlocks are subjectto problemsof key sharing. If accessto a room is allowed to
a group of people,eachpersonin this group must know the combinationof the lock. Passing
this combinationon to friendsor unauthorizedcolleaguesweakensthe lock’s security. Frequent
changesof thecombination,in responseto securitybreachesor otherevents,raisetheproblemof
memorizingthecode.Codesareoftenwrittendown, compromisingsecurityfurther.

4.1.3 SwipeCard Locks

Swipecardlocksarethesafestof thethreeoptions.However, asecurityconcernremains.
The currentgenerationof swipecardlocks usesoff-line technology. Eachswipecardin the

systemhasa uniqueidentifier (a number),while eachlock maintainsa databaseof acceptedcard
identifiers(numbers). If a swipecard is lost or a swipecardowner leaving the university does
not returnhis/herswipecard, that card’s identifier mustbe physicallyremoved from every lock
that thecardownerhadaccessto. If a highly authorizedcard(suchasa campuspoliceofficer’s
card)is lost,hundredsof lockshaveto bereprogrammedto no longerincludethiscard’s identifier.
Suchreprogrammingcurrentlyrequiresa lock expertto physicallyaccesseachlock. Only asmall
numbersof employeesat MSU aretrainedin reprogrammingswipe-cardlocks,which oftenleads
to delaysandomissionsin lock programming.

4.2 Unlocked Rooms

Leaving doorsopenis oneof the mostcommonsourcesof compromisedsecurity. Therearea
numberof reasonsfor opendoors,most importantly the difficulty to lock a door anda lack of
responsibilityon behalfof thepersonwhoshouldlock theroom.

Difficultiesin locking doorsarisefrom a numberof sources.We have receivedreportsstating
thata numberof cylinder locksandkeys on campusarecut with high tolerances,suchthatsome
keys do not fit somelocksin which they aresupposedto work. Themechanicaldifficulty to even
lock adoortemptsinstructorsto ignorethelock andleavedoorsunlockedfor extendedperiodsof
time (oftenovernight).
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Furthermore,a commonissuein teachinga classis that studentstake a significantamount
of time to vacatea room after a lecture. Often, instructorsleave the classroomwithout waiting
for the last studentto leave. Even if the last studentto leave a classroomclosesthe door, many
doorsprotectedby cylinder lockswill not lock automaticallywhenclosed.Even in roomsusing
swipecardlocks,whichdolock onclosing,instructorsoftenwedgethedooropento accommodate
studentswho arelate. Suchwedgesarerarely if ever removedby the last studentto leave, such
thatthesecurityof suchswipe-card-lockeddoorsis alsocompromised.

4.3 AccessControl insideRooms

Onceanintrudergainsaccessto a room,theft of equipmentbecomestrivial unlesstheequipment
is securedfurther. Expensive hardware(suchasprojectors,monitors,computers)that is left in
openroomsis mostaffectedby theft,but evencheapitemslike remotecontrolsor cablesareoften
stolenasanactof vandalismor simplydueto theeaseof stealing.

Suchtheft canbepreventedby locking down thehardwareitself (or locking itemsinsidecab-
inets,evenwith simplemechanicallocks). In thecaseof projectors,this canbepartially accom-
plishedby bolting theprojectorto theceiling. Thismeasureis notperfectsincegivenenoughtime
andresourceseven steelpipesattachingthe projectorsto the ceiling canbe sawed off usingan
electricsaw.

At MSU, recenttechnologyinvestmentsare protectedby fiber-optic alarm cableswrapped
aroundprojectorsandotherequipment.Cuttingsuchacablewill triggeranalarmwith thecampus
police. If thepolice responsetime is low enough,sucha systemcanprevent theft evenfrom un-
lockedrooms.However, suchameasuredoesnotpreventtheftof remotecontrols,powersupplies,
cables,special“smartboard”markers,andothersmallbut importantitems.

5 Recommendations

It is importantto understandthatphysicalsecuritycannever beperfect.Thebenefitof additional
securitylies in thefact thatthecost(effort) thatanintruderneedsto investincreases.Thegoalof
addingsecuritymeasuresis not to make intrusionimpossible,but simply to raisethecost(to the
intruder)to a level beyondthepossiblerewardsgainedby theft. Onceit becomestooexpensiveto
stealanitem(for exampleif expensivetoolsareneededto breakalock or if thedangerof detection
andpunishmentis sufficiently high), theincidenceof theft will decreasedramatically.

5.1 Status

MSU hasbegun to addresssomeof the securityconcernsraisedabove. Most importantly, MSU
is in the processof contractingwith an outsidevendorto implementa “one-cardsolution” for a
numberof serviceson campus.Thoseserviceswill includeparking,studentregistration,a debit
cardsystemfor campusconveniencestores,andmostimportantly, physicalaccesscontrol.

Theone-cardsolution,onceimplemented,will extendswipe-cardaccessto moreclassrooms
on campus,and will thereforemake thoseroomsmore secure. The new card locks will have
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networkingcapabilities, which meansthat theadditionandremoval of authorizedswipe-cardID
numberscanbeaccomplishedfrom a centraloffice. Therewill no longerbea needto reprogram
locksby physicallyaccessingthelock. If implemented,thisfeaturewill makeit significantlyeasier
to remove ID numbersfrom locksif they areno longerauthorized.

In addition,swipelockswill beusedon perimeter(building) doors.This new featurewill add
anotherlevel of securityto theentirecampus,sinceonemorebarrierneedsto bebreachedby an
intruderin orderto accessfacilities.

5.2 ProceduralRecommendations

Technicalsolutions(seebelow for someadditionalrecommendations)will never beableto com-
pletelyaddresssecurity. Below is a list of proceduralremediesto securityproblemsthatwe iden-
tified in our study.

5.2.1 Patrols

Studentsandfacultymustbecomemoreawareof thedangerof leaving roomsunlocked. A solu-
tion implementedby a few universities(Cornell,Barnard)involvesforming teamsof two or three
studentswhopatrol academicbuildingsonaregularbasisandidentify opendoorsandothersecu-
rity problems.Suchteamsmaysimply shuta (self-locking)opendooror alert thecampuspolice
or anotherentity to thesecurityproblem.If asecurityproblemis found,studentsmayleaveanote
(e.g.,aPostIt-note)at thedoorin questionor at theequipmentthatcouldhavebeenstolen,alerting
instructorsandstudentsto the potentialdanger. Patrolscould be implementedon a work-study
basisandcouldbeaminor additionto theuniversitybudgetwith potentiallyhigh rewards.

5.2.2 Awareness

Anothersolutioncouldbeto inform studentsthat their tuition is usedto purchasehardware,such
that theft will leadeitherto highertuition or lower-quality instruction.This might raisethe level
of awarenessamongstudents,suchthatthey might cooperatein closingdoorsandlocking rooms.
This is a cost-neutralmeasurethatcanreducetheincidenceof crimesof opportunity.

5.2.3 Reporting

A furthercost-neutralmeasurecouldbeto implementananonymoushotline(or emailaddress)to
whichstudentscanreportinformationaboutongoingor pastthefts,whichmight leadto reductions
in thetheft rate.

5.3 TechnologicalRecommendations

Thenew securityfeaturesthatwill beimplementedby MSU’scontractorcanbecomplementedby
additionalsecurity. A few recommendationsfor additionaltechnologicalsecurityfeaturesare:
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5.3.1 Lock Cables

Large and expensive hardware is currently protectedby fiber-optic cableswhoseremoval will
triggeralarmsat thecampuspoliceheadquarters.A supplementalprotectionmechanismcouldbe
thelocking down of largestationaryequipmentby steelcablesor similar means.We recommend
to requirethatnewly purchasedstationaryequipmentmustbeattachedto tablesor walls by steel
cablesor bolts.Laptopsshouldalsobeprotectedinsidefacultyofficeby laptoplocks.

5.3.2 Lock Maintenance

This issueis partially addressedby the above proposal:Userswho areno longerauthorizedto
entera roommustsurrendertheir accesskey or card.

It must be notedherethat MSU’s future ID cardcontractorwill not initially be requiredto
replaceexistingswipe-cardlocks,suchthatthehundredsof non-networkedcardlockscurrentlyin
placewill remainin usefor a significantamountof time. Thatmeansthatevenin thenew system,
if acardgetslost,stolen,or otherwiseremoved,thecard’s ID numbermustberemovedfrom some
locks. This removal mustoccur within hoursor days,not weeksor months,of the lossof the
card. Someadditionalstaffing might benecessaryto increasethespeedof lock updates,until the
centralizedswipe-cardlock systemis ubiquitouson campus.This measurewill incur additional
costunlesslock maintenancecanbeimprovedwith theavailablestaff resources.

5.3.3 Equipment Identification

Permanentidentificationof equipmentis a strongdeterrentto theft. This is an openissue,since
it is difficult to make recommendationson how to permanentlymark a device. Stickersarean
insufficient technologysincethey caneasilybe removed. For plasticcases,a heat-basedstamp
(which imprintsmarksinto aplasticcaseby meltingthematerial)mightbeused.

It canbeexpectedthatnon-removableassettagsandathoroughandaccuratedeviceregistration
procedurewill further reducetheft. However, the increaseduseof leasedequipmentat MSU
might make theimplementationof this recommendationdifficult, sincesuchequipmentcannotbe
permanentlymarkedasMSU property.

5.3.4 UniversalAccessCards

In theprocessof enablingone-cardaccessfor many facilitieson campus,a solutionrecentlyim-
plementedby RutgersUniversitydeservessomeconsideration.Rutgersannouncedthat they will
issuefacility accesscardsto every personon campus,includingone-timevisitors,usinga system
similar to hotel roomkey cards.Sucha measurecouldenabletheuniversityto permanentlylock
building doors,whichwill preventunauthorizedoutsidersto evenenteruniversitybuildings.High
accountabilityof legitimatecardownersdueto cardidentificationis anadditionaladvantage.
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5.3.5 Funding for Security Measures

Faculty who receive equipmentor researchgrantsoften purchaseexpensive hardware that has
to be protectedfrom theft and vandalism. In order to provide small-scalefunding for simple
securitymeasuresprotectingsuchequipment,MSU couldrequirethat for eachpurchaseof theft-
proneequipmentfrom grant money, a fee hasto be paid to the college’s or school’s technical
coordinator, who will thenprovide physicalsecurityfor theequipment.Sucha measurewill also
increaseawarenessof securityproblemsamongfaculty.

6 Concernsof Privacy

Most of the suggestionsgiven in this reportdo not affect privacy. However, implementingour
recommendationto useRutgers-styleUniversalAccessCardswould allow anobserver to tracka
person’s movementon campus.In the matterof suchcards,we believe that sincethe academic
buildings of a university form an office-typeenvironment(asopposedto a home-typeenviron-
ment),somedegreeof trackabilityis acceptable.

Naturally, certainsensitive non-academicareasmustbe treatedwith care. For example,uni-
versity healthservices,psychologicalservices,andsomeotherareasof administrationmustbe
accessibleto studentswithout requiringthemto usetheir uniqueaccesscard.Also, thepossibility
of trackingstudents’accessto dormitoriesraisessignificantprivacy concerns.Suchtrackingmight
becomepossiblewith theintroductionof networkedswipe-cardlocks,evenif theactualtransmis-
sionof datafrom thelock to thedatacenteris encrypted(astheuniversityrequiresfrom its future
contractor).However, any recommendationspertainingto non-academicenvironmentsarebeyond
thescopeof this reportto theAcademicComputingCommittee.


